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;What is a business secret and what measures can be

adopted to protect it?

(What can be considered a business secret?

A Business Secret or Trade Secret is all information of a technical, commercial,
organizational, financial or industrial nature that (1) is not known by the people in the
areas where such information is used and is not easily accessible; (2) provides business
value due to its confidential nature; and (3) has been subject to protective measures to
maintain its confidentiality.

(What measures should be taken to protect it?

The 1/2019 on Business Secrets Act, establishes that in order to protect a business secret,
the following information must be taken into account and certain requirements must be
met.

In this sense, Font & Yildiz accompanies its clients throughout the implementation
process of those requirements. See below:

1. Identify the business secret.
In order to apply the law and the relevant measures, it is important to define which
information can be considered as business secret and, once decided, the necessary
measures shall be applied to ensure its confidentiality.

2. Election of a coordinator.
It is advisable to have a manager within the company to ensure the implementation and
compliance with the adopted measures.

3. Accessibility to business secrets.
Once the information is defined, it is important to appoint who has access to it and under
what circumstances. In this way, we will limit the potential people who can
misappropriate it and it will be easier to control it.

4. Technical protection measures.
Depending on whether the information is contained in a physical or digital format, the
applicable measures will change. In the first case, sensitive information must be stored
in a restricted space. In the second case, encryption is recommended. Digital access
should also be restricted.

5.Legal measures.
There are several measures that need to be adopted. Within the scope of the company,
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confidentiality clauses should be included in the contracts with employees that have
access to such information. In the case of senior managers and directors, it is advisable
to sign confidentiality and non-disclosure agreements (NDA). It is also advisable to
draw up ethical codes that establish the company's policy regarding information
considered confidential.

In its dealings with third parties, such as suppliers or collaborators, the company must
establish confidentiality agreements when they have access to business secrets.

In any case, it is advisable to impose penalty clauses in case of breach of agreements.

6. Standardized protocols.
Once these measures have been implemented, protocols regarding the interaction
between staff and confidential information should be defined so their treatment is
controllable and easy to trace in the event of any misuse.
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FONT & YILDIZ www.fontyildiz.com is a boutique consulting firm that provides tax and legal services to both, local
and international corporate groups, individuals and start-ups, with comprehensive advice in all manner of legal and
economic affairs.

Our organization is structured in different areas of expertise:

o International Investments

e Tax compliance

o Corporate/Commercial Law — M&A

o Private Client — Financial Management M & A
o Real Estate — Investment Opportunities

o Global Mobility

e Litigation

e Start Ups

o Accounting, tax and Labor compliance services.

Our Firm counts with English, Turkish, French, Portuguese, Spanish, Chinese and Catalan speaking lawyers and
economists, all of them professionals that would be happy to assist you. For more information, please contact us info@fy-

legal.com

The information provided in this document is only for informative purposes and it must not be interpreted as legal assessment, legal
opinion or any kind of advice regarding any specific fact or circumstance. In this sense, the hereby document is not binding and simply
disseminates an opinion, and therefore, we advise to not act on the basis of the information provided without previous professional
assessment. Thus, FONT & YILDIZ will not be responsible and does not offer any warranty of any kind regarding the use that any part
might give to the information here provided.
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